Configuring Microsoft Proxy 2.0 Authentication on
Windows 2000 Member Server

2. Install and configure Microsoft Proxy 2.0 using Installing Microsoft Proxy 2.0 on Windows 2000
Member Server

3. Click on Start, Programs, Microsoft Proxy, Microsoft Management Console.
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4. Right click on Default — SSEEEEEC 21
Website. “wWeb Site | Operators I Performance I |SAP Filters I Home Directony I Documents I
Diipectom Secoribn | UTToOUacdee |~ DR (R Y
falyt:3
. . Authentication Methods |
5. Click on Properties. —&r —
T Anonymous access
6. Click on the Directory Mo uzer namedpassword required to access this resource.
Securlty tab. | Account used far ahonymaus access: Edit... | -
— IP —
7. Click on Edit —&uthenticated access
’ For the follawing authentication methads, user name and paszword are
Anonymous Access. required when
- anohymous access iz disabled, or
heck - access is restricted wzing MTFS access control listz
8. Uncheck Anonymous L -
A y c ¥ Basic authentication [password is sent in clear text]
CCesSS. ok —
Select 3 default domain: Edi... |
9. Check Basic ™| Digest authentization for %Windows domait seners
. . [ Integrated Windows authentication
Authentication
Ok, I C | Hel
10. Uncheck Integrated L arcel_| | ==
Windows
authentication. o | w— | Sppy | Help
pefault Web 2xl
Wieb Site | Operators I Performance I 154P Filkers I Home Directony I Diocuments .
Directary S ecurity | HTTP Headers | CustomErors | Server Estensions 11. Click OK.
Inheritance Overrides x|

The following child nodes alzo define the walue of the “Authentication Methods" 12. Cth OK on message alertlng you

property, which overnides the value you have just set. Please select from the list passwords will be in clear text.
below those nodes which should uzse the new value.

13. Select all for Inheritance Overrides and

click OK.
14. Click OK.

Child Modes:

Frirters

15. Close the Microsoft Management
Console.

DE | Cancel | Help I

Q. | Cancel | Apply | Help
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| Effective Setting |

16. Go to Start, Tree I Palicy _# | Local Setting
Programs’ @ Security Settings Access this compuker from the net,,.  KETSHDTESTZLIWA, .,
Administrative @ Account Policies .ﬂ.ct as patt of the operating system  KETS\bgoldy

=-Z& Local Policies [R¥] add warkstations to damain
TOOIS, Local : {E Audit Policy Back up files and directories Backup Cperatars, ...
Security Pohcy {3 User Rights Assignment Bypass traverse checking Eweryone,Users,Po...
[+-{Z8 Security Options Change the system time Power Users, &dmini. ..
+1-[_1 Public Key Policies [8¥]create a pagefils Administrators

17. Click on User

)-8, IP Security Policies on Local Machine [R¥]create & token object
Create permanent shared objects

Rights

. . Deb
Assignments in the =L progrem
left pane. Deny logon as a batch job

18. Double click on
Log on locally in
the right pane.

Deny logon as a service
Deny logon locally
Enable compuber and user account,

Ferce shutdown From a remote sy, Administrators
Generate security audits
Increase quatas
Increase scheduling priority
Lead and unload device drivers

Administrators

Deny access to this computer From. .,

KETSHDTESTZ1ASP. ..

Adminiskrators
Administratars
Administrators

Leck pages in memary
Leg on as a batch job
Leg an &s a service
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KETSHDTESTZIIWA. .
KETSHDTESTZ2),ASP. ..
KETSHOTEST

Manage auditing and security log
Medify firrmware environment values  Administrators
Prcuﬁle single process

PraniIe syskem performance
Remeve computer From docking st...
Replace a process level token
Restere files and directories
Shut down the syskem
Synchrcunize directory service data
Take ownership of files or other ...

Administrators

Power Users, Admini. .

Adminiskrators

Adminiskrators,Back, .,
Power Users,Backy. ..

Adminiskrators

Users,Power Users, ...

KETSHDTESTZ\IWA, ..
KETS\bgaldy

Backup Operators, ...
Everyone,Users,Pa...
Power Users, Admini, ..
Adrninistr akors

Administrakors

KETSHDTESTZ\A5P. ..
Administrakors

Adrninistr akors
Adrministrakars
Administrakors

KETSHDTESTZ\IWA, ..
KETSHDTEST21A5P. ..
FETSHDTES E
Administrakors
Administrakors

Power Users, Admini, ..
Adrninistr akors
Users,Power Lsers, ...

Administrators,Back, ..
Powwer Users,Backy. ..

Adrninistr akors

i select Users, Computers, or Grnupsk ili!
Look in: I@ KETS j
Narme | In Folder [ =] 19. Add users and/or groups that
ﬁEverycune - will be llSiIlg this proxy
ﬁf-‘«uthentieated Users server and click OK
€7 ANONYMOUS LOGON )
€L EATCH .
€7 CREATOR OWNER 20. Click Start, Programs,
%CF‘EMUF‘ GROUP - Microsoft Proxy, Microsoft
DALE Management Console.
4dd | Check Names
, 21. Highlight the default website
Authenticated Users . .
- and right click and stop the
website.
22. Right click on the default
website and start the site.
0K | Cancel | 23. Close Microsoft

4 Management Console.
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